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THE GOVERNMENT, THE PRESS, AND INDUSTRY HAVE EXPRESSED CONCERN
regarding the security of the information networks used to communicate with supervisory con-
trol and data acquisition (SCADA) and distributed control systems (DCS) applications (which
are referred to as SCADA applications in this article). Much of the discussion has dealt with
encryption techniques and the timing issues associated with the real-time aspects of these types
of systems. Other initiatives to enhance the protocols for the overlaying communication net-
works continue to be addressed. Additional studies also include user and data verification and
authentication strategies. Many of these initiatives require the adoption of new standards before
any type of global solutions can be implemented.

While planning for the future is important, we cannot forget that today’s installations have
vulnerabilities through commonly deployed communication channels. These vulnerabilities are
escalating due to the increased adoption of open system concepts within specific vendor
SCADA solutions, the use of the Internet as a communications channel, and the increased inte-
gration of common TCP/IP protocol-based corporate communication networks with SCADA
applications. This trend is amplified by the increasing need to link real-time data generated by
SCADA applications with business systems to complement the decision-making activities and
optimize the day-to-day business processes of the company.

To compound our problems, it is becoming easier to break into computer systems due to the
increased availability of common hacker tools on the Internet, and the technical knowledge
required to impact significant damage to underlying application systems is decreasing. This sce-
nario, in recognition of the increased use of TCP/IP network-based communications in the
SCADA architectures, spells danger for these highly critical applications. When we recognize
the availability of technical information regarding the proprietary design of SCADA applica
tions on the Internet, we further appreciate the vulnerabilities to these applications.

There are literally thousands of threats, from viruses to password-cracking algorithms, which
can be employed to exploit vulnerabilities in the corporate network and common application
systems. Derivatives of these threats are generated daily in the hacker communities. When it
comes to securing critical SCADA applications and their associated databases, it is essential that
threats generated by these types of individuals be addressed completely, both from a corporate
network and SCADA control system network source perspective.

The good news is that countermeasures are available using today’s technology that are capa
ble of mitigating many of the risks associated with these kinds of threats. The purpose of this
articleisto present a high-level view of the security concerns for SCADA and control systems.

Terminology

A threat is a person, thing, event, or idea which poses some danger to an asset and/or organiza-
tion in terms of that asset’s confidentiality, integrity, availability, or legitimate use. An attack is
an actual redization of athreat. Safeguards are physical controls, mechanisms, paolicies, or pro-
cedures that protect assets from threats. Vulnerabilities are weaknesses in a safeguard or the
absence of asafeguard. Risk is a measure of the probability of a successful attack and the conse-
quences of that successful attack. Therefore, high risk implies both a high probability of a suc-
cessful attack and significant consequences of a successful attack. Countermeasures are those
actions which can be taken to avoid or minimize the risk of attacks.

From a utility operations standpoint, the term information is used to include not only data
that can be viewed by humans but aso to data that is used as input to applications and output
from applications, some of which can control other applications. In utility operations, these con-
trollable applications can directly affect the electric power grid.

History

Before deregulation, electric power utilities operated information networks for both business
and operational functions. Deregulation has resulted in the distribution of information functions
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from what was a verticaly integrated company of generation,
transmission, and distribution assets. This has directly
impacted the operation of the data networks and their security.
Under the regulated model, it was clear that the responsibility
for assuring stable grid operation and secure communications
was the responsibility of the integrated utility. After deregula-
tion, there is a separation of control from the utility with
more responsibility consolidated in control areas. This has
required an increase in the need for computer systemsto con-
trol the energy flow and an increase in the transmission of
grid reliability and market data. Utilities now interconnect to
multiple agencies for data exchange and power system coor-
dination. The power system scheduling function is a major
driver for authentication and nonrepudiation of market
actions and grid operations; see Figure 1.

Systems deployed prior to deregulation were designed to
be efficient and possessed minimal processing power, rela
tively small memory capacity, and unsecured communica-
tions capabilities. These were very adequate designs for the
times, and, indeed, many are still performing as intended.
These systems were designed, however, without considera-
tions for security, and their processors, memory, and commu-
nications capabilities do not readily alow for the addition of
security as aretrofit functionality.

Modern Trends

Several trends have led to an environment in which the
security of SCADA systems has become more critical. The
main trends are

1) the use of common operating systems, such as
Microsoft Windows and Unix, in SCADA and control
systems platforms

2) theincreased use of TCP/IP communications

3) the demand from corporate users for operational data
on anear-real-time basis.

This article will not attempt to address each of these in

depth, but it is important to understand the ramifications of
these trends.

Common Operating Systems

The use of common operating systems enables efficiencies
for both the vendor and for the end user. The vendor no
longer needs to develop proprietary operating systems for
their equipment, and the end user can now maintain the
same operating system for both corporate and operational
systems. The downside to this is that operational systems
built on common operating systems inherit all of the same
vulnerabilities as their corporate brethren. For example, if
malware is released that attacks Windows or Linux systems,
then operational systems built on Windows or Linux are
also vulnerable to that malware.

The situation is complicated because many of the com-
monly used techniques to protect corporate workstations are
difficult to apply to operational systems. Patch management,
for example, is problematic for at |east two reasons.

1) Installation of patches often requires systems to be

restarted, which may not be an option for a critical
control system.
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figure 1. Then and now.
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2) Patches may cause critical control applications to
fail and, hence, cannot be applied until thorough
testing is performed by the control application ven-
dor and the end user. This adds significantly to the
time required to apply the patch and leaves a large
window of vulnerability for potential intruders
(attacks against known vulnerabilities are typically
released within a few days of a vulnerability being
discovered).

Another technique used to protect corporate systems is
to deploy antivirus and intrusion detection tools. While
these can be applied to operational systems, they provide
unique challenges, primarily due to the computational
resources required to analyze files for viruses and to update
signatures for these tools. For example, virus signatures are

typically updated daily. The update process has a signifi-
cant impact on operational systems, delaying their response
while the update isin progress.

Use of TCP/IP

TCP/IP allows a much richer communications environ-
ment than serial communications protocols do. As with
common operating systems, it also provides commonality
with the communications protocols used in the corporate
network. This allows economies of scale in support of
these communication networks. It also opens the opera-
tional networks to the same vulnerabilities as the corporate
networks and, in particular, enables attacks from the Inter-
net. The same problems noted in the section on common
operating systems apply to TCP/IP.
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figure 2. Corporate-operational network connections.
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Corporate Demand for Near-Real-Time Data

In many utilities, business requirements have driven the need
to connect business and operationa networks to provide near-
real-time access to operationa data. It is not atrivia exercise
to configure the interface between operational and business
networks so that appropriate access is facilitated while unau-
thorized access is denied. All connections should be thorough-
ly validated as meeting a genuine business need. See Figure 2.

Threats

Threats to the correct functioning of the electric power sys-
tem come from both natural and human causes. Human causes
come from a variety of sources, ranging from novices who
are experimenting with intrusion techniques to malicious
activities of criminals or extranational, covert operatives.
Criminal activities include attempts by competitors to obtain
sensitive business information as well as the activities of
criminal organizations. One of the concerns among security
experts is that an attack upon the SCADA or control system
communications network could be coupled with a physical
attack to maximize damage to the electric power grid.

Threats appear to be increasing as international relations
become more fragile. It iswell known that severa nations have
or are developing cyberwarfare capabilities. The exact dimen-
sion of the threat from nations is not specifically known out-
side of government agencies, but the threat is admitted to exi<t.

Criminal organizations regularly attack commercia enter-
prises, often in an effort to extort money from a company in
payment for not causing damage to either that company’s net-
work, business, or customer base. These organizations are
becoming more sophisticated and, being international in scope,
provide adifficult challenge for law enforcement to contain.

Mitigations

Of course, dl is not bad news. The past few years have seen
an increase in the level of interest in security for SCADA and
control system communications both within the U.S. govern-
ment and within the electric power industry.

The U.S. Department of Energy has created the National
SCADA Testbed which includes Idaho National Laboratory
(INL), Pecific Northwest National Laboratory (PNL), Sandia
National Laboratory (SNL), and NIST. Work done by these lab-
oratories includes development of retrofit solutions, testing of
vendor products, validation of encryption techniques and ago-
rithms, vulnerability assessments for industry, and assessment
of threststo SCADA and control system communications.

Homeland Security Advanced Research Projects
Agency (HS-ARPA) has funded several innovative tech-
nology development efforts over the past few years. These
efforts have the potential to yield new and effective tools
to help secure SCADA and control systems for the electric
power sector as well as for other sectors such as gas and
oil, water, and transportation.

Individual companies and industry research organizations
have also been active. Two examples are the American Gas
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Association (AGA) and the Electric Power Research Insti-
tute (EPRI). AGA has developed a specification for retrofit
security of SCADA and control system communications;
this is scheduled for testing at PNL in the near future. EPRI
maintains several programs to provide member companies
with security solutions for operational systems.

The North American Energy Reliability Council (NERC)
Critical Infrastructure Protection Committee (CIPC) devel-
ops security standards and guidelines for the electric power
industry. Formal CIPC representation is determined by the
NERC regions, but meetings can be observed by any quali-
fied industry member.

Standards for future solutions are being developed in sever-
al arenas, including, but not limited to, the International Elec-
trotechnica Commission (IEC), the Instrumentation, Systems,
and Automation Society (ISA), and, of course, the IEEE.

Summary

SCADA and control systems are subject today to vulnerabilities
that did not exist prior to deregulation. Thisisdueto avariety of
factors, including business needs brought on by deregulation
and a movement toward using common operating systems and
networking protocols for SCADA and control systems. Therise
of organized crimind activity on the Internet and of national,
covert, cyberoperations has compounded the threat.

However, both the U.S. government and industry, some-
times in partnership and sometimes independently, are work-
ing to mitigate these vulnerabilities and provide the means to
secure our infrastructure.
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