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a b s t r a c t

Wireless sensor networks often consists of a large number of low-cost sensor nodes that
have strictly limited sensing, computation, and communication capabilities. Due to
resource restricted sensor nodes, it is important to minimize the amount of data transmis-
sion so that the average sensor lifetime and the overall bandwidth utilization are improved.
Data aggregation is the process of summarizing and combining sensor data in order to
reduce the amount of data transmission in the network. As wireless sensor networks are
usually deployed in remote and hostile environments to transmit sensitive information,
sensor nodes are prone to node compromise attacks and security issues such as data con-
fidentiality and integrity are extremely important. Hence, wireless sensor network proto-
cols, e.g., data aggregation protocol, must be designed with security in mind. This paper
investigates the relationship between security and data aggregation process in wireless
sensor networks. A taxonomy of secure data aggregation protocols is given by surveying
the current ‘‘state-of-the-art” work in this area. In addition, based on the existing research,
the open research areas and future research directions in secure data aggregation concept
are provided.

� 2009 Elsevier B.V. All rights reserved.
1. Introduction

Wireless sensor networks are usually composed of hun-
dreds or thousands of inexpensive, low-powered sensing
devices with limited memory, computational, and commu-
nication resources [1,2]. These networks offer potentially
low-cost solutions to an array of problems in both military
and civilian applications, including battlefield surveillance,
target tracking, environmental and health care monitoring,
wildfire detection, and traffic regulation. Due to the low
deployment cost requirement of wireless sensor networks,
. All rights reserved.
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sensor nodes have simple hardware and severe resource
constraints [6]. Hence, it is a challenging task to provide
efficient solutions to data gathering problem. Among these
constraints, ‘‘battery power” is the most limiting factor in
designing wireless sensor network protocols. Therefore,
in order to reduce the power consumption of wireless sen-
sor networks, several mechanisms are proposed such as
radio scheduling, control packet elimination, topology con-
trol, and most importantly data aggregation [2,3]. Data
aggregation protocols aim to combine and summarize data
packets of several sensor nodes so that amount of data
transmission is reduced. An example data aggregation
scheme is presented in Fig. 1 where a group of sensor
nodes collect information from a target region. When the
base station queries the network, instead of sending each
sensor node’s data to base station, one of the sensor nodes,
called data aggregator, collects the information from its
neighboring nodes, aggregates them (e.g., computes the
average), and sends the aggregated data to the base station
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Fig. 1. Data aggregation in a wireless sensor network.
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over a multihop path. As illustrated by the example, data
aggregation reduces the number of data transmissions
thereby improving the bandwidth and energy utilization
in the network.

In wireless sensor networks, the benefit of data aggre-
gation increases if the intermediate sensor nodes perform
data aggregation incrementally when data are being for-
warded to the base station. However, while this continu-
ous data aggregation operation improves the bandwidth
and energy utilization, it may negatively affect other per-
formance metrics such as delay, accuracy, fault-tolerance,
and security [3]. As the majority of wireless sensor net-
work applications require a certain level of security, it is
not possible to sacrifice security for data aggregation. In
addition, there is a strong conflict between security and
data aggregation protocols. Security protocols require sen-
sor nodes to encrypt and authenticate any sensed data
prior to its transmission and prefer data to be decrypted
by the base station [26,29]. On the other hand, data aggre-
gation protocols prefer plain data to implement data
aggregation at every intermediate node so that energy effi-
ciency is maximized. Moreover, data aggregation results in
alterations in sensor data and therefore it is a challenging
task to provide source and data authentication along with
data aggregation. Due to these conflicting goals, data
aggregation and security protocols must be designed to-
gether so that data aggregation can be performed without
sacrificing security.

The necessity of implementing data aggregation and
security together have led many researchers to work on se-
cure data aggregation problem. In this paper, we aim to
provide an extensive overview of secure data aggregation
concept in wireless sensor networks by defining the main
issues and covering the most important work in the area.
Compared to general data aggregation problem which is
a well researched topic in wireless sensor networks, secure
data aggregation problem still has the potential to provide
many interesting research opportunities. Hence, we also
aim to give a starting point for researchers who are inter-
ested in secure data aggregation problem by presenting
the open research areas and future research directions in
the field.

Our contribution in this paper is twofold. First, we look
at the data aggregation problem from the security perspec-
tive by giving a comprehensive literature survey. Second,
based on the observations from the state-of-the-art secure
data aggregation protocols, we discuss the open research
areas and future research directions. Although there are
couple of existing survey papers on data aggregation in
wireless sensor networks [7,8], to the best of our knowl-
edge, this is the first survey paper that focuses on solely se-
cure data aggregation concept. In this paper, we cover many
secure data aggregation protocols that are not covered by
the previous survey papers. In addition, the open research
areas and future research directions presented in this paper
do not appear in the existing survey papers either. None-
theless, we believe our paper will serve as a useful guide
and starting point for the researchers who are interested
in conducting research in the secure data aggregation area.
The organization of the paper as follows: Section 2 starts
with a brief summary of security requirements of wireless
sensor networks and show how they relate with data aggre-
gation process. Section 3 gives introductory information
about data aggregation and summarize the most important
work in the area. Section 4 presents ‘‘state-of-the-art” se-
cure data aggregation protocols in wireless sensor net-
works. In this section, a broad overview of secure data
aggregation is given by evaluating each protocol based on
the security requirements of wireless sensor networks. Sec-
tion 5 defines open research areas and future research
directions in secure data aggregation. Section 6 concludes
the paper by emphasizing our contributions in this paper.
2. Security requirements of wireless sensor networks

Due to hostile environments and unique properties of
wireless sensor networks, it is a challenging task to protect
sensitive information transmitted by wireless sensor net-
works [1]. In addition, wireless sensor networks have secu-
rity problems that traditional networks do not face.
Therefore, security is an important issue for wireless sensor
networks and there are many security considerations that
should be investigated. In this section, we present the
essential security requirements that are raised in a wireless
sensor network environment and explain how these
requirements relate with data aggregation process. Fig. 2
illustrates the interaction between wireless sensor network
security requirements and data aggregation process.

2.1. Data confidentiality

In wireless sensor networks, data confidentiality en-
sures that secrecy of sensed data is never disclosed to
unauthorized parties and it is the most important issue
in mission critical applications. Authors of [4] state that a
sensor node should not leak its readings to neighboring
nodes. Moreover, in many applications, sensor nodes trans-
mit highly sensitive data, e.g., secret keys; and therefore it
is extremely important to build secure channels among
sensor nodes. Public sensor information, such as sensor
identities and public keys, should also be encrypted to
some extent to protect against traffic analysis attacks. Fur-
thermore, routing information must also remain confiden-
tial in certain cases as malicious nodes can use this
information to degrade the network’s performance. The
standard approach for keeping sensitive data secret is to
encrypt the data with a secret key that only intended
receivers possess, hence achieving confidentiality. How-
ever, data aggregation protocols usually cannot aggregate



Fig. 2. Interaction between wireless sensor network security and data aggregation process.
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encrypted data. Therefore, such data aggregation protocols
must decrypt the sensor data to perform data aggregation
and encrypt the aggregated data before transmitting it.
This decryption/encryption of sensor data at data aggrega-
tors not only results in delay and energy consumption but
also prevents end-to-end data confidentiality.

2.2. Data integrity and freshness

Although data confidentiality guarantees that only in-
tended parties obtain the un-encrypted plain data, it does
not protect data from being altered. Data integrity guaran-
tees that a message being transferred is never corrupted. A
malicious node may just corrupt messages to prevent net-
work from functioning properly. In fact, due to unreliable
communication channels, data may be altered without
the presence of an intruder. Thus, message authentication
codes or cyclic codes are used to prevent data integrity.
Data aggregation results in alterations of data; therefore,
it is not possible to have end-to-end integrity check when
data aggregation is employed. Moreover, if a data aggrega-
tor is compromised, then it may corrupt sensor data during
data aggregation and the base station has no way of check-
ing the integrity of this aggregated sensor data. Providing
data integrity is not enough for wireless communication
because compromised sensor nodes are able to listen to
transmitted messages and replay them later on to disrupt
the data aggregation results. Data freshness protects data
aggregation schemes against replay attacks by ensuring
that the transmitted data is recent.

2.3. Source authentication

Since wireless sensor networks use a shared wireless
medium, sensor nodes need authentication mechanisms
to detect maliciously injected or spoofed packets. Source
authentication enables a sensor node to ensure the identity
of the peer node it is communicating with. Without source
authentication, an adversary could masquerade a node,
thus gaining unauthorized access to resource and sensitive
information and interfering with the operation of other
nodes. Moreover, a compromised node may send data to
its data aggregator under several fake identities so that
the integrity of the aggregated data is corrupted. Faking
multiple sensor node identities is called Sybil attack and
it poses significant threat to data aggregation protocols
[5]. If only two nodes are communicating, authentication
can be provided by symmetric key cryptography. The sen-
der and the receiver share a secret key to compute the
message authentication code (MAC) for all transmitted
data. However, data aggregators may need broadcast
authentication which requires more complex techniques,
such as lTESLA [5].

2.4. Availability

Availability guarantees the survivability of network ser-
vices against Denial-of-Service (DoS) attacks. A DoS attack
can be launched at any layer of a wireless sensor network
and may disable the victim node(s) permanently. In addi-
tion to DoS attacks, excessive communication or computa-
tion may exhaust battery charge of a sensor node.
Consequences of availability loss may be catastrophic. For
example, in a battlefield surveillance application, if the
availability of some sensor nodes cannot be provided, this
may lead to an enemy invasion. Wireless sensor networks
are deployed with high node redundancy to tolerate such
availability losses. Since data aggregators collect the data
of a number of sensor nodes and sends the aggregated data
to the base station, availability of data aggregators is more
important than regular sensor nodes. Thus, in wireless sen-
sor networks, intruders launch DoS attacks with the aim of
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preventing data aggregators from performing their task so
that some part of the network losses its availability.
Fig. 3. Tree-based data aggregation.
3. Data aggregation

In a typical wireless sensor network, a large number of
sensor nodes collect application specific information from
the environment and this information is transferred to a
central base station where it is processed, analyzed, and
used by the application. In these resource constrained net-
works, the general approach is to jointly process the data
generated by different sensor nodes while being forwarded
toward the base station [8]. Such distributed in-network
processing of data is generally referred as data aggregation
and involves combining the data that belong the same phe-
nomenon. The main objective of data aggregation is to in-
crease the network lifetime by reducing the resource
consumption of sensor nodes (such as battery energy and
bandwidth). While increasing network lifetime, data
aggregation protocols may degrade important quality of
service metrics in wireless sensor networks, such as data
accuracy, latency, fault-tolerance, and security. Therefore,
the design of an efficient data aggregation protocol is an
inherently challenging task because the protocol designer
must trade off between energy efficiency, data accuracy,
latency, fault-tolerance, and security. In order to achieve
this trade off, data aggregation techniques are tightly cou-
pled with how packets are routed through the network.
Hence, the architecture of the sensor network plays a vital
role in the performance of different data aggregation pro-
tocols. There are several protocols that allow routing and
aggregation of data packets simultaneously. These proto-
cols can be categorized into two parts: tree-based data
aggregation protocols and cluster-based data aggregation
protocols. Earlier work on data aggregation focused on
improving the existing routing algorithms so as to make
data aggregation possible. As a result, many data aggrega-
tion protocols based on shortest path tree structure have
been proposed [10,17,46]. To reduce the latency due to
tree-based data aggregation, recent work on data aggrega-
tion tends to group sensor nodes into clusters so that data
are aggregated in each group for improved efficiency.

3.1. Tree-based data aggregation protocols

The simplest way to achieve distributed data aggrega-
tion is to determine some data aggregator nodes in the net-
work and ensure that the data paths of sensor nodes
include these data aggregator nodes. Such tree-based data
aggregation techniques have been extensively studied in
the literature [9–18]. The main issue of tree-based data
aggregation protocols is the construction of an energy effi-
cient data aggregation tree. Fig. 3 illustrates an example of
tree-based data aggregation. Greedy Incremental Tree
(GIT) [9] is a data-centric routing protocol that allows data
aggregation based on Directed Diffusion [10]. In [11] GIT is
compared with two other data-centric routing schemes,
namely Center at Nearest Source (CNS) [3] and Shortest
Path Tree (SPT) [10]. The simulation results show that
GIT performs the best in terms of average number of trans-
missions. Another SPT based data aggregation protocol
that promotes the parent energy-awareness is proposed
in [12]. In this protocol, parent selection is based on sensor
nodes’ distance to the base station and their residual en-
ergy level. There are also data aggregation protocols that
consider information theory as routing metric. For exam-
ple, [13] proposes a centralized approach that routes the
packet based on their joint entropies. However, this proto-
col is not feasible as it depends on the global knowledge of
the information entropy of each sensor node as well as the
joint entropy of each node pair. In the rest of this subsec-
tion, we present some of the important work in tree-based
data aggregation in detail.

In [14], Madden et al. proposed a data-centric data
aggregation framework called Tiny AGgregation Service
(TAG), which is based on shortest path tree routing. TAG
is specifically designed for monitoring applications and al-
lows an adjustable sleep schedule for sensor nodes. To
achieve this, parent nodes let their children know about
the waiting time for transmission. Also, parent nodes cache
their children’s data to prevent from data loss. TAG per-
forms data aggregation in two phases. In the first phase,
called distribution phase, base station queries are dissem-
inated to the sensor nodes, then in the second phase, called
collection phase, the aggregated sensor readings are routed
up the aggregation tree. During the distribution phase, a
message is broadcasted by the base station requiring sen-
sor nodes to organize a routing tree so that the base station
can send its queries. Each message has a field that specifies
the level or distance from the root of the sending node (the
level of the root is equal to zero). When a node that does
not belong to any level receives this message, it sets its
own level by incrementing the current level in the message
by one and assigns the sender as its parent. This process
continues until all sensor nodes in the network joins the
tree and have a parent. This messaging periodically re-
peated to keep the tree structure updated. Once the tree
is formed, then the base station queries the network via
the aggregation tree. Sensor nodes use their parents when
replying to base station queries. TAG employs an SQL like
language to query the network. Each query specifies the
quantity that needs to be collected, aggregation function
and the sensor nodes that need to perform the data
collection.
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Directed diffusion [10] is a reactive data-centric proto-
col which takes places in three phases (i) interest dissem-
ination (ii) gradient setup, and (iii) path reinforcement and
forwarding. In the first phase, the base station propagates
an interest message (interest dissemination) that describes
the type of data that needs to be collected and the opera-
tional mode for the collection. Upon reception of this mes-
sage, each sensor node rebroadcasts the message to its
neighbors. Sensor nodes also prepare interest gradients
which are basically the vectors containing the next hop
that has to be used to propagate the result of the query
back to the base station (gradient setup). For each type of
data a different gradient may be set up. At end of gradient
setup phase for a certain type of data, only a single path is
used to route packets toward the sink (path reinforcement
and forwarding). An illustrative example of directed diffu-
sion protocol is presented in Fig. 4. Data aggregation is per-
formed during data forwarding phase. The base station
periodically refreshes the data gathering tree which is
formed by the reinforced paths. However, this is an expen-
sive operation and it may overcome the gain by the data
aggregation if the network has a dynamic topology. A mod-
ified version of directed diffusion, called Enhanced Direc-
ted Diffusion (EDD), is proposed in [15] which integrates
directed diffusion with a cluster-based architecture so that
the efficiency of the local interactions during gradient set
up phase increases. Another similar protocol is proposed
in [16].

Power-Efficient GAthering in Sensor Information Sys-
tems (PEGASIS) that organizes sensor nodes in a chain for
the purpose of data aggregation is proposed in [17]. In PEG-
ASIS, each data aggregation chain has a leader that is
responsible to transmit aggregated data to the base station.
In order to evenly distribute the energy expenditure in the
network, sensor nodes take turns acting as the chain lea-
der. The chain forming can be achieved either in central-
ized manner by the base station or in a decentralized
manner by using a greedy algorithm at each sensor node.
Both approaches require the global knowledge of the net-
work. The chain building process starts from the sensor
node furthest from the base station and continues towards
the base station. When a node dies, the chain is recon-
structed to bypass the dead node. In a sensor node chain,
each sensor node receives data from a neighbor and aggre-
gates it with its own reading by generating a single packet
that has the same length with the received data. This pro-
cess is repeated along the chain and the leader adds its
own data into the packet and sends it to the base station
directly. It should be noted that node i will be in some ran-
dom position j on the chain. Thus, the leader in each round
Fig. 4. Illustrative example of directed diffusion. If the base station sends an int
sensor node C, then node C sets up two vectors indicating that the data matchin
of communication will be at a random position on the
chain, which is important to make the sensor network ro-
bust to node failures. Two major drawbacks of PEGASIS
have been observed. First, PEGASIS requires each sensor
node to have a complete view of the network topology so
that chains can be formed properly. In addition, all nodes
must be able to transmit directly to the base station. Sec-
ond, if the distances between sensor nodes in a chain are
too big, then the energy expenditure of sensor nodes can
be significantly high.

A data aggregation tree construction protocol that only
relies on local knowledge of the network topology is pro-
posed in [12]. The proposed protocol, called EADAT (En-
ergy-Aware Distributed Aggregation Tree), is based on an
energy-aware distributed heuristic. The base station is
the root of the aggregation tree hence it initiates the tree
forming by broadcasting a control message which has the
following five fields: ID, parent, power, status, and hop-
count. This message is forwarded among sensor nodes un-
til each node broadcasts the message once and the result is
an aggregation tree rooted at the base station. By consider-
ing energy level of sensor nodes, the algorithm gives higher
chance to sensor nodes with higher residual power to be-
come a non-leaf tree node. Therefore, data forwarding task
is performed by the sensor nodes that have high energy
levels. Simulation results show that EADAT prolongs net-
work lifetime and saves more energy in comparison with
routing methods without aggregation. It is also observed
that the average energy level of sensor nodes decreases
much more slowly compared to the scenario without data
aggregation.

There are many additional solutions that solve the
problem of efficiently constructing data aggregation trees
in wireless sensor networks. A different approach, called
Delay Bounded Medium Access Control (DBMAC), that
integrates routing and MAC protocols to perform data
aggregation is proposed in [18]. The main objective of the
proposed DBMAC scheme is both to minimize the latency
for delay bounded applications and to increase energy effi-
ciency by taking advantage of data aggregation mecha-
nisms. DBMAC employs a carrier sense multiple access
with collision avoidance (CSMA/CA) medium accesses
scheme based on a request to send/clear to send/data/
acknowledgment (RTS/CTS/DATA/ACK) handshake. By tak-
ing advantage of CTS messages of other nodes, sensor
nodes can select the relay node among those nodes that al-
ready have some packets to transmit in their queue. This
process increases the data aggregation efficiency in the
network as all the information stored along the path is
aggregated into a singe data packet. DBMAC is an excellent
erest that reaches sensor nodes A and B, and both forward the interest to
g the interest must be returned to A and/or B.
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example of how routing and data aggregation may influ-
ence each other by showing that energy efficient data
aggregation solutions are obtained by a cross-layer design.

3.2. Cluster-based data aggregation protocols

In cluster-based data aggregation protocols, sensor
nodes are subdivided into clusters. In each cluster, a cluster
head is elected in order to aggregate data locally and trans-
mit the aggregation result to the base station. Cluster
heads can communicate with the sink directly via long
range radio transmission. However, this is quite inefficient
for energy constrained sensor nodes. Thus, cluster heads
usually form a tree structure to transmit aggregated data
by multihopping through other cluster heads which results
in significant energy savings. Fig. 5 presents an example of
cluster-based data aggregation. Recently, several cluster-
based data aggregation protocols have been proposed
[19–25].

In [19], a self-organizing and adaptive clustering proto-
col, called Low-Energy Adaptive Clustering Hierarchy
(LEACH) is proposed. LEACH takes advantage of randomi-
zation to evenly distribute the energy expenditure among
the sensor nodes. LEACH is a clustered approach where
cluster heads act as data aggregation points. The protocol
consists of two phases. In the first phase, cluster structures
are formed. Then, in the second phase, cluster heads aggre-
gate and transmit the data to the base station. LEACH’s
cluster head election process is based on a distributed
probabilistic approach as follows. In each data aggregator
selection round, sensor nodes calculate the threshold TðnÞ:

TðnÞ ¼
P

1�PðRmodð1=PÞÞ if n 2 G;

0 otherwise:

(

Here P is the desired percentage of cluster heads, R is the
round number, and G is the set of nodes that have not been
cluster heads during the last 1=P rounds. In order to be a
cluster head, a sensor node n picks a random number be-
tween [0,1] and becomes a cluster head if this number is
lower than TðnÞ. Cluster head advertisements are broad-
casted to sensor nodes and sensor nodes join the clusters
based on the signal strength of the advertisement mes-
sages. Based on the number of cluster members, each clus-
ter head schedules its cluster-based on TDMA to optimally
Fig. 5. Cluster-based d
manage the local transmissions. In the second phase, sen-
sor nodes send their data to cluster heads according to
the established schedule. Optionally, sensor nodes may
turn off their radios until their scheduled TDMA transmis-
sion slot. LEACH requires cluster heads to send their aggre-
gated data to the base station over a single link. However,
this is a disadvantage of LEACH because single link trans-
mission may be quite expensive when the base station is
far away from the cluster head. LEACH is completely dis-
tributed as it does not require any global knowledge
regarding network structure. It is also an adaptive protocol
in terms of cluster head selection. On the other hand, there
may be high control message overhead if the network
topology is dynamic due to mobil nodes.

Another cluster-based data aggregation protocol, called
HEED, is proposed in [20]. For cluster head selection, HEED
benefits from the availability of multiple power levels at
sensor nodes. In fact, a combined metric that is composed
of the node’s residual energy and the node’s proximity to
its neighbors. HEED defines the average of the minimum
power level required by all sensor nodes within the cluster
to reach the cluster head. This is called Average Minimum
Reachability Power (AMRP). AMPR is used to estimate the
communication cost in each cluster. In order to select clus-
ter heads, each sensor node computes its probability of
becoming the cluster head as follows:

PðCHÞ ¼ C � Eresidual

Emax
;

where C and Eresidual and Emax denote the initial percentage
of cluster heads, the current residual, and initial energy
of the sensor node, respectively. Each sensor node broad-
casts a cluster head message, sensor nodes select their
cluster head as the node with the lowest AMRP in the set
of received cluster head messages. This process recursively
continues until every node is assigned to a cluster head. As
in LEACH, cluster heads in HEED, communicate directly
with the base station. Simulation results show that HEED
extends the network lifetime and results in geographically
balanced set of cluster heads.

In [21], the authors propose a clustering scheme that
performs periodic per hop data aggregation. The proposed
scheme is called Cougar and it is suitable for applications
where sensor nodes continuously generate correlated data.
ata aggregation.
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Once cluster heads aggregate their cluster data, they send
the local aggregated data to a gateway node. Similar to
LEACH, Cougar is negatively affected by dynamic network
topologies. However Cougar has a unique cluster head
election procedure. Cougar selects the cluster heads based
on more than one metric and allows sensor nodes to be
more than one hop away from their cluster heads. This
calls for routing algorithms to exchange packets within
clusters. Cougar employs the Ad Hoc On Demand Distance
Vector (AODV) protocol for inter cluster relaying. In Cou-
gar, synchronization is used to correctly aggregate the
data. The cluster head is synchronized with all sensor
nodes in the cluster and it does not report its aggregated
data to the gateway node until all sensor nodes send their
data. Therefore, the synchronization mechanism help
improving the correctness of the aggregated data.

Clustered Diffusion with Dynamic Data Aggregation
(CLUDDA) [22] is a hybrid approach that combines cluster-
ing with diffusion mechanisms. CLUDDA includes query
definitions inside interest messages which are initiated by
the base station. Each interest message contains the defini-
tion of the query that describes the operations that need to
be performed on the data components in order to generate
a proper response. Interest transformation reduces the pro-
cessing overhead by utilizing the existing knowledge of
queries. CLUDDA combines directed diffusion [10] and clus-
tering during the initial phase of interest propagation.
Using clustering mechanism, it is ensured that only cluster
heads that perform inter cluster communication are in-
volved in the transmission of interest messages. As the reg-
ular sensor nodes do not transmit any data unless they are
capable of servicing a request, CLUDDA conserves energy.
In CLUDDA, any cluster head that has the knowledge of
query definition can perform data aggregation, and hence
the aggregation points are dynamic. Also, each cluster head
maintains a query cache to present the different data com-
ponents that were aggregated to obtain the final data. Clus-
ter heads also keep a list of the addresses of neighboring
nodes from which the data messages originated. These ad-
dresses are used to propagate interest messages directly to
specific nodes instead of broadcasting.

There are other cluster-based data aggregation algo-
rithms in the literature. Some of these are improvements
of existing protocols. In [24], a cross-layer approach is
adopted by integrating medium access control scheme de-
sign into a data aggregation concept. A location-based clus-
tering scheme where the sensor nodes self-organize to
form static clusters is proposed in [25]. In this protocol,
sensor nodes send their data to cluster head along shortest
paths, and in-network aggregation is performed at the
intermediate nodes. Cluster heads perform aggregation
and send aggregated data to the base station over multihop
paths. However, during aggregated data transmission from
cluster heads to the base station no further aggregation is
performed.
4. Secure data aggregation

Like any other wireless sensor network protocol, data
aggregation protocols must satisfy the security require-
ments explained in Section 2. However, the resource con-
strained sensor nodes and necessity of plain data for
aggregation process pose great challenges when imple-
menting security and data aggregation together. Security
requirements of wireless sensor networks can be satisfied
using either symmetric key or asymmetric key cryptography.
Due to resource constraints of sensor nodes, symmetric
key cryptography is preferable over asymmetric key cryp-
tography. Hence, the necessity of implementing data
aggregation and security using symmetric key cryptogra-
phy algorithms have led many researchers to work on se-
cure data aggregation problem [26–34]. In these protocols,
security and data aggregation are achieved together in a
hop-by-hop fashion. That is, data aggregators must decrypt
every message they receive, aggregate the messages
according to the corresponding aggregation function, and
encrypt the aggregation result before forwarding it. In
addition, these schemes require data aggregators to estab-
lish secret keys with their neighboring nodes. Therefore,
hop-by-hop secure data aggregation protocols cannot pro-
vide data confidentiality at data aggregators and result in
latency because of the decryption/encryption process. In
order to mitigate the drawbacks of hop-by-hop secure data
aggregation protocols, a set of data aggregation protocols is
proposed [36–41]. The proposed protocols perform data
aggregation without requiring the decryption of the sensor
data at data aggregators. While some of these protocols use
symmetric cryptography, others employ asymmetric key
cryptography functions, such as [42,43], that are suitable
for resource constrained sensor nodes. As data aggregators
do not have to decrypt sensor data to perform aggregation,
the protocols proposed in [36–41] provide end-to-end data
confidentiality and result in less latency compared to hop-
by-hop secure data aggregation protocols. On the other
hand, the downside of the data aggregation protocols that
do not require the decryption of sensor data is that they are
applicable to only a set of aggregation functions, such as
sum and average. In what follows, we classify and explain
the secure data aggregation protocols based on the
requirement of decrypting sensor data at data aggregators.

4.1. Secure data aggregation using plain sensor data

Earlier work on secure data aggregation is focused on
symmetric key cryptography and aggregation of plain data.
In [26], the authors propose security mechanisms to detect
node misbehavior (dropping, modifying or forging mes-
sages, transmitting false aggregate value). The key idea of
this work is delayed aggregation. Instead of aggregating
messages at the immediate next hop, messages are for-
warded unchanged over the first hop and then aggregated
at the second hop. This is achieved using a key chain, the
base station periodically broadcast authentication keys.
Hence, sensor nodes need to buffer the data to authenti-
cate it once the authentication key is broadcasted by the
base station. The proposed protocol ensures data integrity,
and however it does not provide data confidentiality. In
addition, if a parent node and its child are compromised
nodes, then data integrity is not guaranteed either.

In [27], random sampling mechanisms and interactive
proofs are used to check the correctness of the aggregated
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data at the base station. The proposed protocol is called
SIA. The authors claim that, by constructing efficient ran-
dom sampling mechanisms and interactive proofs, it is
possible for the user to verify that the aggregated data pro-
vided by the aggregator is a good approximation of the true
value even when the aggregator and a fraction of the sen-
sor nodes are compromised. In particular, the authors pres-
ent efficient protocols for securely computing the median
and the average of the measurements, estimating of the
network size, and finding the minimum and maximum
sensor reading. In the paper, the correctness of data is
checked by constructing a Merkle hash tree. In this con-
struction, all the collected data is placed at the leaves of
the tree, and the aggregator computes a binary hash tree
starting from the leaf nodes: each internal node in the hash
tree is computed as the hash value of the concatenation of
the two child nodes. The root of the tree is called the com-
mitment of the collected data. Fig. 6 shows an example of
Merkle hash tree construction. The hash function in use
has to be collision resistant. Once the aggregator commits
to the collected values by sending those values to base sta-
tion, it cannot change any of the collected values. The
authors in [27] also assume that each sensor node has a
unique identifier and shares a separate secret crypto-
graphic key with the base station and with the aggregator.
These keys enable data confidentiality, integrity and
authentication.

SecureDAV protocol [28] is very similar to [27] except
that elliptic curve cryptography is used for encryption pur-
poses. Moreover, SecureDAV improves the data integrity
vulnerability by signing the aggregated data. SecureDAV
is a clustered approach where all sensor nodes within a
cluster share a secret cluster key. Each sensor node is able
to generate a partial signature over the aggregated data.
Each data aggregator aggregates its cluster data and broad-
casts the aggregated data to its cluster. Each sensor node in
the cluster compares its data with the aggregated data
broadcasted by the data aggregator. A sensor node partially
signs the aggregated data if and only if the difference be-
tween its data and aggregated data is less than a threshold.
Fig. 6. An example of Merkle hash tree construction to commit to a set of
values. Hðm0Þ represents hash of message m0. Each # is result of its hash
of its two children values. If any node of tree is changed, # value at the
root changes.
Finally, the data aggregator combines the partial signa-
tures to form a full signature of the aggregated data and
sends it to the base station. SecureDAV provides data con-
fidentiality, data integrity, and source authentication.
However, the scheme incurs high communication over-
head on data validation and supports only the average
aggregation function.

A witness based data aggregation scheme for wireless
sensor networks is proposed in [30]. The witness nodes
of each data aggregator also perform data aggregation
and compute MACs of the aggregated data. Witness nodes
do not send their aggregated data to the base station. In-
stead, each witness node sends its MAC of the aggregated
data to the data aggregator. The data aggregator collects
and forwards the MACs to the base station. Those MACs
that are computed by the witness nodes are used at the
base station for verifying the correctness of the data aggre-
gated by data aggregators. This enhances the assurance of
data aggregation. In order to prove the validity of the
aggregated data, each data aggregator has to provide
proofs from several witnesses. Because the data validation
is performed at the base station, the transmission of false
data and MACs up to base station affects adversely the uti-
lization of sensor network resources. The proposed proto-
col offers only integrity property to the data aggregation
security.

In [31], sensor nodes use the cryptographic algorithms
only when a cheating activity is detected. Topological con-
straints are introduced to build a secure aggregation tree
(SAT) that facilitates the monitoring of data aggregators.
In SAT, any child node is able to listen to the incoming data
of its parent node. When the aggregated data of a data
aggregator are questionable, a weighted voting scheme is
employed to decide whether the data aggregator is prop-
erly behaving or is cheating. If the data aggregator is a mis-
behaving node, then SAT is rebuilt locally so that the
misbehaving data aggregator is excluded from the aggre-
gation tree.

In [33], a Secure Hop-by-hop Data Aggregation Protocol
(SDAP) is proposed. The authors of SDAP are motivated by
the fact that, compared to low-level sensor nodes, more
trust is placed on the high-level nodes (i.e., nodes closer
to the root) during a normal hop-by-hop aggregation pro-
cess in a tree topology. Because aggregated data calculated
by a high-level node represents the data of a large number
of low-level sensor nodes. If a compromised node is closer
to the base station, the false aggregated data produced by
this compromised node will have a larger impact on the fi-
nal result computed by the base station. Since all sensor
nodes have simple hardware that is prone to compromise,
none of those low-cost sensor nodes should be more trust-
able than others. Hence, SDAP aims to reduce the approach
of reducing the trust on high-level nodes by following the
divide-and-conquer principle. SDAP dynamically partitions
the topology tree into multiple logical groups (subtrees) of
similar sizes using a probabilistic approach. In this way,
fewer nodes are located under a high-level sensor node
in a logical subtree resulting in reduced potential security
threat by a compromised high-level node. An example of
a grouped tree is shown in Fig. 7. SDAP provides data con-
fidentiality, source authentication, and data integrity.



Fig. 7. An example of the aggregation tree in SDAP. The nodes X, Y and W
with the color black are leader nodes, and the base station as the root is a
default leader.
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In [34], the authors argue that compromised nodes have
access to cryptographic keys that are used to secure the
aggregation process and therefore cryptographic primi-
tives alone cannot provide a sufficient enough solution to
secure data aggregation problem. Based on this observa-
tion, the authors propose a Secure and rELiable Data Aggre-
gation protocol, called SELDA which makes use of a web of
trust. The basic idea behind SELDA is that sensor nodes ob-
serve actions of their neighboring nodes to develop trust
levels (trustworthiness) for both the environment and
the neighboring nodes. As shown in Fig. 8, sensor nodes
employ monitoring mechanisms to detect node availabil-
ity, sensing and routing, misbehaviors of their neighbors.
These misbehaviors are quantified as trust levels using
Beta distribution function [44,45]. Sensor nodes exchange
their trust levels with neighboring nodes to form a web
of trust that allows them to determine secure and reliable
paths to data aggregators. Moreover, to improve the reli-
ability of the aggregated data, data aggregators weigh sen-
sor data they receive using the web of trust. One important
property of SELDA is that, due to the monitoring mecha-
Fig. 8. (a) S1 detects node availability misbehavior of S3, if S3 does not resp
misbehavior of S3, if S3 does not forward S2’s data packets properly. (c) Event E is
nodes, the sensing misbehavior of that node is detected by the other two nodes
nisms in use, it can detect if a data aggregator is under
DoS attack. The simulation results show that SELDA in-
creases the reliability of the aggregated data at the expense
of a tolerable communication overhead. In [35], the
authors improved the main idea of SELDA by introducing
functional reputation concept where each functional repu-
tation value is computed over sensor node actions with re-
spect to that function. Hence, security of data aggregation
process is ensured by selecting trusted data aggregators
using aggregation functional reputation and by weighting
sensor data using sensing functional reputation. The simu-
lation results show that using functional reputation is
more effective than using general reputation when evalu-
ating the trustworthiness of a sensor node.

In wireless sensor networks, a compromised sensor
node can inject false data during data forwarding and
aggregation to forge the integrity of aggregated data. It is
highly desirable for sensor nodes to detect and drop false
data as soon as possible in order to avoid depleting their
limited resources such as battery power and bandwidth
[49]. Although several secure data aggregation protocols
[27,28,30] are able to detect the false data injected by sen-
sor nodes, false data injections by compromised data
aggregators cannot be detected by these methods. The rea-
son is that data aggregation results in data alterations and
therefore a change in aggregated data due to false data
injection is extremely hard to detect. Such false data injec-
tions by compromised data aggregators can easily result in
false alarms that waste the network’s resources and reduce
the operational efficiency [49]. Recently, some work has
been reported on detection false data injections during
data aggregation so that the false alarm ratio in the net-
work is reduced [47–49].

In [47,48] secure data aggregation problem is addressed
from intrusion detection perspective. In the proposed
scheme, an Extended Kalman Filter (EKF) based mecha-
nism to detect false injected data is proposed. Along with
the employment of EKF, the proposed mechanism moni-
tors sensor nodes to predict their future real in-network
aggregated values. For aggregated values, a normal range
is determined to detect false data injections. Using differ-
ent aggregation functions (average, sum, max, and min),
the authors show how to obtain normal ranges theoreti-
cally. Moreover, it is also shown that the proposed EKF is
ond S2’s Hello messages over a period of time. (b) S1 detects routing
detected by S1, S2 and S3, if event E is reported falsely by any one of these
.
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used to create effective local detection mechanisms. The
created local detection approaches are able to differentiate
between malicious events and emergency events and
therefore it can reduce the false alarm rate in the network.
Extensive simulations are performed to evaluate perfor-
mance of local detection mechanisms, including false posi-
tive rate and detection rate, under different aggregation
functions. Simulation results demonstrate that the pro-
posed techniques achieve desirable performance to detect
false injected data.

The work presented in [49] realizes the fact that many
existing false data detection techniques consider false data
injections during data forwarding only. The paper presents
a data aggregation and authentication protocol, called
DAA, to integrate false data detection with data aggrega-
tion and confidentiality. To support data aggregation along
with false data detection, a monitoring algorithm is pro-
posed. Using this monitoring algorithm, the monitoring
nodes of every data aggregator also conduct data aggrega-
tion and compute the corresponding small-size message
authentication codes for data verification at their pair-
mates. To support confidential data transmission, the sen-
sor nodes between two consecutive data aggregators verify
the data integrity on the encrypted data rather than the
plain data. Each data packet is appended with two full-size
message authentication codes, each consisting of T þ 1
small-size message authentication codes. Performance
analysis shows that DAA detects any false data injected
by up to T compromised nodes, and that the detected false
data are not forwarded beyond the next data aggregator on
the path. Despite that false data detection and data confi-
dentiality increase the communication overhead, simula-
tion results show that DAA can still reduce the amount of
transmitted data by up to 60% with the help of data aggre-
gation and early detection and dropping of false data.

The authors of [50] address how to determine a false
alarm threshold dynamically and efficiently in order to
minimize the false alarm probability in a wireless sensor
networks deployed in realistic environments. In the pro-
posed dynamic threshold scheme, the threshold changes
in accordance with the false alarm rate. Hence, a better
detection probability and reduced number of false alarms
are achieved. Considering the realistic deployment scenar-
ios, the paper proposes to reduce the impact of noise by
taking a weighted average of different sensing units read-
ings for the same target. The paper takes advantage of
the fact that sensing units of different types are affected
at varying degrees by the environmental factors. The
authors also propose a data aggregation algorithm to
determine the detection probability of a target by fusing
data from multiple sensors. Although data confidentiality
and authentication are not considered in the proposed data
aggregation algorithm, the simulation results show that it
improves the target detection accuracy and minimize false
alarm rate in the network.

All of the above secure data protocols use actual sensor
data for aggregation and hence require decryption of sen-
sor data at aggregators. However, the protocols proposed
in [29,32] do not need actual data and therefore they are
able to integrate security and data aggregation seamlessly.
In [29], the authors present an energy efficient and Secure
Pattern based Data Aggregation (ESPDA) protocol which
considers both data aggregation and security concepts to-
gether in cluster-based wireless sensor networks. ESPDA
is the first protocol to consider data aggregation tech-
niques without compromising security. ESPDA uses pat-
tern codes to perform data aggregation. The pattern
codes are representative data items that are extracted from
the actual data in such a way that every pattern code has
certain characteristics of the corresponding actual data.
The extraction process may vary depending on the type
of the actual data. For example, when the actual data are
images of human beings sensed by the surveillance sen-
sors, the key parameter values for the face and body recog-
nition are considered as the representative data depending
on the application requirements. When a sensor node con-
sists of multiple sensing units, the pattern codes of the sen-
sor node are obtained by combining the pattern codes of
the individual sensing units. Instead of transmitting the
whole sensed data, sensor nodes first generate and then
send the pattern codes to cluster heads. Cluster heads
determine the distinct pattern codes and then request only
one sensor node to send the actual data for each distinct
pattern code. This approach makes ESPDA both energy
and bandwidth efficient. ESPDA is also secure because clus-
ter heads do not need to decrypt the data for data aggrega-
tion and no encryption/decryption key is broadcast.
Additionally, the proposed nonblocking OVSF (Orthogonal
Variable Spreading Factor) block hopping technique fur-
ther improves the security of ESPDA by randomly changing
the mapping of data blocks to NOVSF time slots.

In [32], Secure Reference-Based Data Aggregation
(SRDA) protocol is proposed for cluster-based wireless sen-
sor networks. Like ESPDA, SRDA also realizes the fact that
data aggregation protocols should work in conjunction
with the data communication security protocols, and that
any conflict between these protocols might create loop-
holes in-network security such as violating data confiden-
tiality. In SRDA, raw data sensed by sensor nodes are
compared with reference data values and then only the dif-
ference data are transmitted. Reference data is taken as the
average value of a number of previous sensor readings. The
motivation behind SRDA is that it is critical to reduce the
number of bits in a transmission because radio communi-
cation is the most energy-consuming activity in a sensor
node. While data aggregation reduces the number of pack-
ets, decreasing the size of the transmitted packets will fur-
ther improve the energy savings. In conventional data
aggregation algorithms, sensors transmit their raw sensed
data to the cluster heads. This wastes energy and band-
width since a certain range of the data may remain the
same in each packet. However, SRDA transmits the differ-
ential data rather than the raw sensed data. That is, the
raw data sensed by sensor nodes are compared with refer-
ence data and then only the difference data are transmit-
ted. As an example, let 102�F denote the temperature
measurement of a sensor node. If 100�F is considered as
reference temperature by the cluster head, the sensor node
can send only the difference (i.e., 2�F) of the current mea-
surement from the reference value in the transmission.
Consequently, differential aggregation has great potential
to reduce the amount of data to be transmitted from sensor
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nodes to cluster heads. The downside of ESPDA [29] and
SRDA [32] is that they do not allow intermediate nodes
to perform data aggregation. That is, sensor data can be
aggregated only at the immediate data aggregator which
significantly limits the benefit of data aggregation. We
present the data aggregation protocols that do not
require decryption of sensor data but also allow intermedi-
ate nodes to perform data aggregation in the next
subsection.

4.2. Secure data aggregation using encrypted sensor data

By using traditional symmetric key cryptography algo-
rithms, it is not possible to achieve end-to-end confidenti-
ality and in-network data aggregation together. If the
application of symmetric key based cryptography algo-
rithms is combined with the requirement of efficient data
aggregation, then the messages must be encrypted hop-
by-hop. However, this means that, in order to perform data
aggregation, intermediate nodes have to decrypt each re-
ceived message, then aggregate the messages according
to the corresponding aggregation function, and finally en-
crypt the aggregation result before forwarding it. Clearly,
this is not an energy efficient way of performing secure
data aggregation and it may result in considerable delay.
In addition, this process requires neighboring data aggre-
gators to share secret keys for decryption and encryption.
In order to achieve end-to-end data confidentiality and
data aggregation together without requiring secret key
sharing among data aggregators privacy homomorphic
cryptography has been used in the literature [36–40].

A privacy homomorphism is an encryption transforma-
tion that allows direct computation on encrypted data. Let
E denotes encryption and D denotes decryption. Also let þ
denotes addition and � denotes multiplication operation
over a data set Q. Assume that Kpr and Kpu are the private
and public keys of the base station, respectively. An
encryption transformation is accepted to be additively
homomorphic, if

aþ b ¼ DKpr ðEKpu ðaÞ þ EKpu ðbÞÞ where a; b 2 Q

and it is accepted to be multiplicatively homomorphic, if

a� b ¼ DKpr ðEKpu ðaÞ � EKpu ðbÞÞ where a; b 2 Q

Since, additively and multiplicatively homomorphic cryp-
tographic functions support additive and multiplicative
operations on encrypted data, respectively, data aggrega-
tors can perform addition and multiplication based data
aggregation over the encrypted data.

In Concealed Data Aggregation (CDA) [36], sensor
nodes share a common symmetric key with the base sta-
tion that is kept hidden from intermediate aggregators.
The major contribution of this work is the provision of
end-to-end encryption for reverse multicast traffic be-
tween the sensors and the base station. In the proposed
approach, data aggregators carry out aggregation func-
tions that are applied to ciphertexts (encrypted data). This
provides the advantage that intermediate aggregators do
not have to carry out costly decryption and encryption
operations. Therefore, data aggregators do not have to
store sensitive cryptographic keys which ensures an unre-
stricted aggregator node election process for each epoch
during the wireless sensor network’s lifetime. Unre-
stricted data aggregator selection is impossible for hop-
by-hop encryption because only the nodes which have
stored the key can act as a data aggregator. As the privacy
homomorphic encryption function, the proposed protocol
employs the function proposed by Domingo-Ferrer [42].
Domingo-Ferrer’s encryption function is probabilistic in
the sense that the encryption transformation involves
some randomness that chooses the ciphertext corre-
sponding to a given plaintext from a set of possible
ciphertexts.

The public parameters of Domingo-Ferrer’s encryption
function are a positive integer d P 2 and a large integer g
that must have many small divisors. In addition, there
should be many integers less than g that can be inverted
modulo g. The secret key is computed as k ¼ ðr; g0Þ. The va-
lue r 2 Zg is chosen such that r�1 mod g exists where logg0g
indicates the security level provided by the function. The
set of plaintext is Zg0 and the set of ciphertext is ðZgÞd.
Encryption and decryption processes are defined as
follows:

Encryption: Randomly split a 2 Zg0 into a secret a1 � � � ad

such that
Pd

j¼1ðajmodg0Þ and a 2 Zg0 . Compute

EkðaÞ ¼ ða1r1modg; a2r2modg; � � � ; adrdmodgÞ

Decryption: Compute the jth coordinate by r�j mod g to re-
trieve aj mod g. In order to obtain a compute

DkðEkðaÞÞ ¼
Xd

j¼1

ðajmodg0Þ

The ciphertext operation � is performed by cross-multi-
plying all terms in Zg , with the d1-degree term by a d2-de-
gree term yielding a t-degree term. Then, the terms having
the same degree are added up. The ciphertext opera-
tion + is relatively easy compared to � operation and is
performed component-wise.

As it is seen from the above definitions, Domingo-Fer-
rers asymmetric key based privacy homomorphism is com-
putationally expensive for resource constrained sensor
nodes. Authors of [36] compared the clock cycles required
by asymmetric key based privacy homomorphism and
symmetric key based encryption solutions. The results
show that encryption, decryption, and addition operations
that are needed to implement Domingo-Ferrers function
are much more expensive compared to those are necessary
to perform symmetric key based RC5. However, the
authors argue that this disadvantage is acceptable as CDA
advantageously balance the energy consumption. Using
symmetric key based encryption solutions to perform
hop-by-hop data aggregation results in shorter lifetime
for data aggregator nodes. Therefore, as data aggregators
are the performance bottleneck when maintaining a con-
nected wireless sensor network backbone, it is preferable
to employ CDA’s asymmetric key based privacy homomor-
phism to balance the energy consumption of data
aggregators.

In [40], a secure data aggregation protocol, called CDAP,
takes advantage of asymmetric key based privacy homo-



S. Ozdemir, Y. Xiao / Computer Networks 53 (2009) 2022–2037 2033
morphic cryptography to achieve end-to-end data confi-
dentiality and data aggregation together. The authors point
out that asymmetric cryptography based privacy homo-
morphism incurs high computational overhead which can-
not be afforded by regular sensor nodes with scarce
resources. To mitigate this problem, CDAP protocol em-
ploys a set of resource-rich sensor nodes, called aggregator
nodes (AGGNODEs), for privacy homomorphic encryption
and aggregation of the encrypted data. In CDAP, after the
network deployment each AGGNODE establishes pairwise
keys with its neighboring nodes so that neighboring nodes
can send their sensor readings securely. In data collection
phase of protocol CDAP, each AGGNODE queries its neigh-
boring nodes. Each neighboring node encrypts its data
(using RC5 algorithm) sends the encrypted data to its
AGGNODE. The AGGNODE decrypts all the data received
from its neighbors, aggregates them, and encrypts the
aggregated data using the privacy homomorphic encryp-
tion algorithm. Once the data are encrypted with the pri-
vacy homomorphic encryption algorithm, only the base
station can decrypt them using its private key. Due to
homomorphic property, intermediate AGGNODEs can
aggregate those encrypted data during data forwarding.
Therefore, the data collected by sensor nodes are aggre-
gated by AGGNODEs as they travel towards the base sta-
tion. The base station decrypts the final aggregated data
using its private key. An illustrative example of data aggre-
gation in CDAP is given in Fig. 9. Due to the computational
overhead of privacy homomorphic encryption algorithms,
in CDAP, only AGGNODEs are allowed to encrypt and
aggregate the collected data using privacy homomorphic
algorithms. Therefore, during the initial data collection
Fig. 9. The aggregation scenario of protocol CDAP. AGGNODEs collect inform
AGGNODEs while data travels towards the base station.
phase of the protocol CDAP, sensor nodes uses symmetric
key algorithms for encryption. Due to the symmetric
encryption, a compromised AGGNODE may disclose the se-
crecy of its neighboring nodes’ data or inject false data into
the data. However, the authors argue that the effect of this
attack is local, and hence, it can be tolerated.

In [37], a simple and provably secure additively homo-
morphic stream cipher that allows efficient aggregation of
encrypted data is proposed. The proposed technique is
based on an extension of the one-time pad encryption
technique using additive operations over modulo n. The
main idea of the proposed scheme is to replace the Exclu-
sive – OR operation of stream ciphers with modular addi-
tion ðþÞ. The encryption and decryption processes can be
summarized as follows. Represent message m as integer
m 2 ½0;M � 1� where M is a large integer. Also, let k be a
randomly generated key stream, where k 2 ½0;M � 1�.
Then, chiphertext c is computed as c ¼ encðm; k;MÞ ¼
mþ kðmodMÞ. In order to decrypt ciphertext c, perform
Decðc; k;MÞ ¼ c � kðmodMÞ. Based on these functions,
ciphertexts are added as follows: Let c1 ¼ Encðm1; k1MÞ
and c2 ¼ Encðm2; k2;MÞ, then for k ¼ k1 þ k2;Decðc1þ
c2; k;MÞ ¼ m1 þm2. It is assumed that the message m is
0 6 m < M and since addition posses the commutative
property, the proposed scheme is additively homomorphic.
The proposed scheme significantly reduces the energy con-
sumption of sensor nodes due to encryption process. How-
ever, in the proposed scheme, each aggregate message is
coupled with the list of nodes that failed to contribute to
the aggregation. When the aggregation tree is large, the list
of sensor nodes become larger and results in a significant
communication overhead. This problem has been solved
ation from their neighborhood and encrypted data are aggregated at



Table 1
Comparison of secure data aggregation protocols.

Protocol Data
confidentiality

Data
integrity

Source
authentication

Node
availability

Hu et al. [26]
p p

SIA [27]
p p p

SecureDAV
[28]

p p p

ESPDA [29]
p p p

Du et al. [30]
p p

Wu et al.
[31]

p p

SRDA [32]
p p p

SDAP [33]
p p p

SELDA [34]
p p p

Ozdemir
[35]

p p p

CDA [36]
p

Castelucia
et al. [37]

p

Ozdemir
[40]

p

Zhang et al.
[41]

p

Rodhea et al.
[39]

p

Sun et al.
[47,48]

p p

DAA [49]
p p p
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in [38] by adapting a hierarchical data aggregation model.
Similar to [37,38], a layered secure data aggregation proto-
col in wireless sensor networks that offers end-to-end data
confidentiality by using homomorphic functions and inter-
leaved encryption is proposed in [39]. The proposed proto-
col ensures that, in the presence of less than n compromise
nodes, an attacker cannot get access to any aggregated data
from the network. When more than n nodes are captured,
the attacker can only get access to the aggregated values
received by the captured nodes.

In [41], the authors realize the fact that existing privacy
homomorphism based in-network processing protocols
can only work for some specific query-based aggregation
functions, e.g., sum, average, etc. Hence, instead of privacy
homomorphism, the authors take advantage of digital
watermarking and propose an end-to-end, statistical ap-
proach for data authentication that provides inherent sup-
port for data aggregation. The novel idea of this work is to
modulate authentication information as watermark and
superpose this information on the sensory data at the sen-
sor nodes. The watermarked data can be aggregated by the
intermediate nodes without incurring any en route check-
ing. In order to check whether the data has been altered by
the compromised nodes, upon reception of the sensory
data, the data sink is able to authenticate the data by val-
idating the watermark. More specifically, the proposed
technique visualizes the sensory data gathered from the
whole network at a certain time snapshot as an image, in
which every sensor node is viewed as a pixel with its sen-
sory reading representing the pixels intensity. Since senor
data is represented as an ‘‘image” digital watermarking can
be applied to this image. In order to balance the energy
consumption among sensor nodes, a direct spread spec-
trum sequence (DSSS) based watermarking technique is
used. While each sensor node appends a part of the whole
watermark into its sensory data, verification of watermark
which requires an extensive computational resource is left
to the sink. The proposed scheme adopts the existing im-
age compression schemes as the aggregation functions to
reduce network load while retaining the desired details
of the data. Moreover, using a DSSS based watermarking
scheme, the proposed technique is enabled to survive a
certain degree of distortion and therefore naturally support
data aggregation.

Table 1 presents the comparison of secure data aggre-
gation schemes with respect to wireless sensor network
security requirements. As seen from Table 1, almost all
secure data aggregation protocols ensure data integrity
and source authentication. Protocols in [36,40,37,39] fo-
cus solely on aggregation of encrypted data and do not
provide data integrity and source authentication support.
However, these protocols can be modified easily to sup-
port data integrity and source authentication. Table 1 also
shows that some of the secure data aggregation protocols
([26,30,31,34,35,41]) do not support data confidentiality
which is essential for mission critical wireless sensor net-
work applications. Therefore, these protocols should be
used only in applications in which the transmitted data
is not secret. Among the protocols that provide data con-
fidentiality, the protocols proposed in [29,32,36,37,40,49]
can offer end-to-end data confidentiality. It is also seen
from Table 1 that only secure data aggregation protocols
[34,35] support the availability of data aggregators. In or-
der to achieve node availability protocols in [34,35]
employ extensive monitoring mechanisms. Considering
that data confidentiality, data integrity, and source
authentication are the most important security require-
ments, we can conclude from Table 1 that data aggrega-
tion protocols proposed in [27–29,32,33,49] provide
better security compared to other data aggregation
protocols.
5. Open research issues and future research directions

In this paper, we present a comprehensive overview of
secure data aggregation concept in wireless sensor net-
works. We survey the state-of-the-art data aggregation
protocols and categorized them based on network topol-
ogy and security. Although the presented research ad-
dresses the many problems of data aggregation, there are
still many research areas that needs to be associated with
the data aggregation process, especially from the security
point of view.

As for the general data aggregation concept, the relation
between routing mechanisms and data aggregation proto-
cols have been well studied as they are highly correlated
topics. In addition to diffusion and tree-based data aggre-
gation protocols, many cluster-based data aggregation pro-
tocols that route aggregated data over cluster heads have
been proposed. Although, these protocols shown to be very
efficient in static networks in which the cluster structures
do not change for a sufficiently long time, in dynamic net-
works they perform quite poorly. Hence, data aggregation
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in dynamic environments is a possible future research
direction. The impact of sensor node heterogeneity over
the data aggregation protocols is another unexplored re-
search area [40]. The protocols that use powerful sensor
nodes as data aggregators presented promising results.
However, determining locations of these powerful nodes
for the best data aggregation results needs further
research.

Security is an important issue for data aggregation
process and it needs to be further investigated. Clearly,
there are still secure data aggregation issues that have
not been addressed by the existing research. One such
problem is compromised data aggregators that inject
false data during data aggregation. Because data aggrega-
tion usually results in alterations in collected sensor data,
false data injections by compromised data aggregators
are hard to detect. There is only limited work targeting
this problem and the proposed techniques are all based
on extensive node monitoring mechanisms [47–49]. The
efficiency of these node monitoring protocols is not fully
evaluated and they usually incur high radio and sensing
resource consumption. Hence, development of light-
weight monitoring mechanisms specifically for secure
data aggregation process is an interesting problem for
future research.

In order to provide end-to-end security, privacy homo-
morphism based secure data aggregation protocols have
drawn considerable attention recently. However, the de-
sign and implementation of resource efficient privacy
homomorphic aggregation functions yet to be explored.
Many existing public key cryptography based privacy
homomorphic functions are not feasible for resource lim-
ited sensor nodes. Hence, in some secure data aggregation
schemes elliptic curve cryptography is employed [36].
However, these elliptic curve cryptography based privacy
homomorphic functions can only work for some specific
query-based aggregation functions, e.g., sum, average, etc.
Therefore, design of efficient privacy homomorphic func-
tions that are able to work with all types of data aggrega-
tion functions needs to be explored. In addition, for certain
wireless sensor network settings where real-time data
delivery is demanded, symmetric key cryptography based
privacy homomorphic encryption schemes are recom-
mended [38,37]. But, there are not many symmetric key
based privacy homomorphic schemes. Hence, exploration
of symmetric key cryptography based privacy homomor-
phic functions in the secure data aggregation concept is
another promising research area. Using ‘‘digital water-
marking” schemes to replace the expensive privacy homo-
morphic functions is a newly introduced concept in secure
data aggregation [41]. However, this method allows only
one way authentication of sensor data at the base station.
Hence, investigation of two-way authentication by using
watermarking techniques that will allow in-network
secure data aggregation in the network may be a good
research direction.

In addition, the application of source coding theory for
data aggregation has drawn a little attention so far. Consid-
ering that sensor data is highly correlated, data aggrega-
tion can be achieved by employing source coding
techniques. Existing research in this area focuses on only
theoretical results and there are no practical algorithms
applicable to wireless sensor networks yet. Moreover,
there is no secure data aggregation protocol that uses the
idea of source coding which may seamlessly integrate data
confidentiality and aggregation together. Therefore, there
is significant scope for future work in source coding based
secure data aggregation.

Secure hierarchical data aggregation is expected to pro-
duce a vast amount of research in the future. Many secure
data aggregation protocols assume that sensor data are
aggregated at a single sink or data aggregator. Especially
for privacy homomorphic secure data aggregation proto-
cols providing hierarchical aggregation is not a trivial task.
Hence, extending the current single level secure data
aggregation protocols to multi layer hierarchical data
aggregation protocols is an interesting problem for future
research.
6. Conclusion

This paper provides a detailed review of secure data
aggregation concept in wireless sensor networks. To give
the motivation behind secure data aggregation, first, the
security requirements of wireless sensor networks are
presented and the relationships between data aggrega-
tion concept and these security requirements are ex-
plained. Second, an extensive literature survey is
presented by summarizing the state-of-the-art data
aggregation protocols. Based on this extensive literature
survey, open research areas and future research direc-
tions are given.
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