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What is the Deep Web and anonymous 
browser TOR?  

 

So what is the Deep Web? Source: Supplied  

IF YOU think you are accessing the whole internet through browsers such as Chrome and Firefox, 
you are completely wrong.  

These surface browsers only give you access to four per cent of the actual internet. Then there is the hidden 
mass of content, known as the Deep Web. 

Although the Deep Web and anonymous browsing through TOR has been around for a while, it has 
recently come to the attention of the mainstream due to shows such as Netflix’s House of Cards. 

So what is this mysterious Deep Web? 
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You only access 4 per cent of the internet. Source: Supplied  

It’s called the “Deep Web” because it is, well, deep and contains all of the websites and data that you can’t 
access through a regular search engine. The Deep Web itself makes up nearly 96 per cent of the world’s 
internet content and is totally anonymous. In fact, you can’t even access the deep web unless you are also 
anonymous. Which begs the question — how do you enter the deep web? 

 

You need a special browser to access the Deep Web. Source: Supplied  
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You need to use a special type of anonymous browser, the most commonly used being TOR (The Onion 
Router). These browsers can find information not available through surface browsers - such as pages not 
linked to other pages, sites that require registration and limited access content. 

After the NSA spying scandal, concerns have been growing over internet privacy. This has led people to 
flock to TOR for its ability to let users browse the web in true anonymity. 
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The Deep Web is perfectly legal and even used by law enforcement agencies. Source: Supplied  

 
 

Criminal activity takes place in the deep. Source: Supplied  

So what about the legality of it all, you ask? It’s completely legal for you to use it and to hide your identity 
when browsing the internet. However, because of this anonymity the Deep Web has become a haven for all 
types of dodgy people like drug dealers, weapons dealers and even hit men looking for work. 

It is also a breeding ground for illegal activity. 

The online drugstore Silk Road famously got raided and taken down by the FBI last year with millions of 
dollars worth of Bitcoins being lost and its creator facing heavy prison time. But, like with anything in this 
dark world, it didn’t take long for a second Silk Road to open. A month ago, though, this new drugstore had 
$2.7 million stolen by a hacker. 
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Bitcoin is the currency of choice for anonymous transactions. Source: Supplied  

You may be wondering how one stays anonymous when bank accounts become involved, and this is where 
Bitcoin comes into play. 



http://www.news.com.au/technology/online/what-­‐is-­‐the-­‐deep-­‐web-­‐and-­‐anonymous-­‐browser-­‐
tor/story-­‐fnjwnfzw-­‐1226844901718	
  

Bitcoin is a virtual currency that is encrypted and allows people to make transactions anonymously. The 
currency has mainly been used for less than legal transactions to hide a person’s identity, particularly on 
Silk Road. 

The value of Bitcoin has been soaring and many people have taken to investing in the virtual currency 
despite its volatile nature. 

While the Deep Web is a great tool to keep yourself anonymous online and find information previously 
hidden, be careful how deep you actually go, because the deeper you go the more trouble you may find 
yourself in. 

This graphics in this article come from WhoIsHostingthis.  

	
  


