What is the Deep Web and anonymous
browser TOR?

EVERYTHING YOU WANTED TO
KNOW ABOUT TOR AND THE

ne

You may think that the Internet is a huge resource of information, but in fact what most
of us see is just one link in a very long chain of underground websites and unseen content.

So what is the Deep Web? Source: Supplied

IF YOU think you are accessing the whole internet through browsers such as Chrome and Firefox,
you are completely wrong.

These surface browsers only give you access to four per cent of the actual internet. Then there is the hidden
mass of content, known as the Deep Web.

Although the Deep Web and anonymous browsing through TOR has been around for a while, it has
recently come to the attention of the mainstream due to shows such as Netflix’s House of Cards.

So what is this mysterious Deep Web?

Put simply, it is the part of the Internet that is hidden from view.

40/ Also known as the ‘Visible Web, it is content that can
OF WV?W be found using search engines such as Google or Yahoo.
CONTENT It is under constant surveillance by the government.

o Also known as the ‘Invisible Web', it is the content that
96 /o cannot be indexed by search engines. And it is hard to
OF WWW keep track of.
CONTENT

The Deep Web is the size of the
estimated to be Surface Web.
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You only access 4 per cent of the internet. Source: Supplied

It’s called the “Deep Web” because it is, well, deep and contains all of the websites and data that you can’t
access through a regular search engine. The Deep Web itself makes up nearly 96 per cent of the world’s
internet content and is totally anonymous. In fact, you can’t even access the deep web unless you are also
anonymous. Which begs the question — how do you enter the deep web?

HOW DO YOU ACCESS IT7

In order to access the Deep Web, you need to use a

dedicated browser. TOR (The Onion Router) is the

most commonly used, but other options such as I2P When using the Surface Web, you
and Freenet offer an alternative solution. access data directly from the source.

This direct approach tracks the information downloaded, from HTTP
where and when it was accessed, and your exact location.

Information on the Deep Web cannot be accessed directly.
This is because data is not held on any single page, but rather in
databases, which makes it difficult for search engines to index.

Files are shared through any number of computers
connected to the Internet that hold the information
you need. This is known as peer-to-peer networking.

This method of sharing encrypted data makes it
difficult for your location and the kind of information
you access to be tracked or monitored.

You need a special browser to access the Deep Web. Source: Supplied
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You need to use a special type of anonymous browser, the most commonly used being TOR (The Onion
Router). These browsers can find information not available through surface browsers - such as pages not
linked to other pages, sites that require registration and limited access content.

After the NSA spying scandal, concerns have been growing over internet privacy. This has led people to
flock to TOR for its ability to let users browse the web in true anonymity.

IS IT LEGAL?

You use it as you would any other Internet browser. Many people are now
beginning to use TOR as a way of maintaining their privacy whilst online.
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Due to the anonymity that TOR offers, the Deep Web has also
become a popular nesting gr0und for criminal activity.

The Deep Web is perfectly legal and even used by law enforcement agencies. Source: Supplied

Criminal activity takes place in the deep. Source: Supplied

So what about the legality of it all, you ask? It’s completely legal for you to use it and to hide your identity
when browsing the internet. However, because of this anonymity the Deep Web has become a haven for all
types of dodgy people like drug dealers, weapons dealers and even hit men looking for work.

It is also a breeding ground for illegal activity.

The online drugstore Silk Road famously got raided and taken down by the FBI last year with millions of
dollars worth of Bitcoins being lost and its creator facing heavy prison time. But, like with anything in this
dark world, it didn’t take long for a second Silk Road to open. A month ago, though, this new drugstore had
$2.7 million stolen by a hacker.
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The Silk Road became one such popular website on the Deep Web. Known also as
the “eBay of drugs”, it is a place to buy and sell things — but mainly illegal drugs.

This was made possible by the use of Bitcoin, a virtual
currency that makes use of the encrypted
peer-to-peer system.

Bitcoin allows users to conduct business transactions
anonymously. This has allowed some users of the
currency to engage in illegal activity.

First Bitcoin traded

Silk Road founded by the user
‘Dread Pirate Roberts’

Bitcoin triples in value

US senate investigates link
between Bitcoin and Silk Road

Bitcoin loses over 90% g

of its value

FBI locate and arrest the person accused of being
the ‘Dread Pirate Roberts’. Silk Road is shut down.

Silk Road 2.0 founded
Bitcoin triples in value®

atile currency. Even t
ts inception, it i prone

worth of goods were sold on Silk
Road before it was shut down.

Bitcoin is the currency of choice for anonymous transactions. Source: Supplied

You may be wondering how one stays anonymous when bank accounts become involved, and this is where
Bitcoin comes into play.
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Bitcoin is a virtual currency that is encrypted and allows people to make transactions anonymously. The
currency has mainly been used for less than legal transactions to hide a person’s identity, particularly on
Silk Road.

The value of Bitcoin has been soaring and many people have taken to investing in the virtual currency
despite its volatile nature.

While the Deep Web is a great tool to keep yourself anonymous online and find information previously
hidden, be careful how deep you actually go, because the deeper you go the more trouble you may find
yourself in.

This graphics in this article come from WholsHostingthis.
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